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Incident Response

Incident Date(s): 10/19/2022

Description: Various news and cybersecurity outlets from CNN to Hacker News reported that Microsoft confirmed
a server misconfiguration led to a data leak of 65,000+ companies:
Investigation Regarding Misconfigured Microsoft Storage Location — Microsoft Security Response Center

To datem no Matrixforce clients were included in the leak as verified by SOCRadar Blue Bleed public search tool.

Response: Support immediately:

e Verified and confirmed no clients in Microsoft Partner Center were included in the leak by searching:
BlueBleed - SOCRadar LABS.
e Published this incident response on our website, blog, and social media:

Incident Response (matrixforce.com)
Incident Response Readiness — Matrixforce Pulse
Incident Response Beforehand | LinkedIn

The leak appears to be invoices, customer agreements, and partner ecosystem information from 11 countries. All
clients should remain vigilant for any requests to change any Microsoft related remit information.
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https://msrc-blog.microsoft.com/2022/10/19/investigation-regarding-misconfigured-microsoft-storage-location-2/
https://socradar.io/labs/bluebleed
https://www.matrixforce.com/overwatch/incident-response/
https://matrixforcepulse.com/cybersecurity/incident-response-readiness/
https://www.linkedin.com/pulse/incident-response-beforehand-kevin-fream/

