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Incident Response  
 
 

Incident Date(s): 3/2/2021 

 

Description: Microsoft reported a 0-day exploit for on-premise Exchange Servers:  

HAFNIUM targeting Exchange Servers with 0-day exploits - Microsoft Security 

 

Office 365 and Exchange Online customers are NOT affected.  

 

Response: Support immediately: 

 

• Verified and confirmed no malicious activity on supported Microsoft Office 365 tenants. 

• Published this incident response on our website, blog, and social media:  

Incident Response (matrixforce.com) 

Incident Response Readiness – Matrixforce Pulse 

Incident Response Beforehand | LinkedIn 

 

For any colleagues that use on-premise Exchange Servers hosted at third-party hosting vendors, those vendors 

should publish incident response notification and use the following mitigation:  

https://msrc-blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server  

 

https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.matrixforce.com/overwatch/incident-response/
https://matrixforcepulse.com/cybersecurity/incident-response-readiness/
https://www.linkedin.com/pulse/incident-response-beforehand-kevin-fream/
https://msrc-blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server

