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FORWARD
This report is an UNCLASSIFIED publication, issued under the authority of the Chief Executive Officer of Matrixforce.
The Information identified in this report, and its associated detail, has been evaluated and approved by a licensed
cyberist using the Delta Method established under Matrixforce Overwatch Cybersecurity. This report, and its associated
detail, applies only to the identified version and release of the penetration test configuration. The evaluation has been
conducted in accordance with the provisions outlined by the Cybersecurity and Infrastructure Security Agency. This
report, and its associated detail, are not an endorsement of the tested app or website and no warranty for security is
either expressed or implied.
If your department has identified a requirement for this report based on business needs and would like more detailed
information, please contact:
Matrixforce Support
support@matrixforce.com | 1-918-622-1167

OVERVIEW
Matrixforce provides a third-party evaluation service for determining the trustworthiness of cloud applications or
websites. Evaluations are performed by Matrixforce established in 1978 and thoroughly investigated by government and
industry authorities for commercial Common Criteria Evaluation
Matrixforce uses a commercial platform that has been approved to perform Common Criteria evaluations; a significant
requirement for such approval is accreditation to the requirements of Vetted IT Support, the General Requirements of
Fraud Protection, Intellectual Property, Industry Competency, Published Authority, and Public Compliance.
With a Common Criteria report, the app or website complies with the security requirements specified in the associated
security target. A security target is a requirements specification that defines the scope of the evaluation activities. The
client should review the security target, in addition to this report, in order to gain an understanding of any assumptions
made during the test, the intended environment, the evaluated security functionality, and the testing and analysis
conducted.
The cloud penetration report follows along with Matrixforce logo for public notice and proof of client commitment to
cybersecurity and privacy for publication on client official website.

Kevin Fream
CEO
Matrixforce
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Security Target Summary
IP/FQDN :
PORT :

https://matrixforce.com
443

UUID :
Scan Status :

59f7e6de-a7b8-4c42-9c3c2b0895f20a28
100%

Completed :

2021-10-27 13:56:59 UTC

Total Requests sent :

1545

URI Scan Summary

A1 - Injection

0

0

0

0

A2 - Broken Authentication

0

0

0

0

A3 - Sensitive Data Exposure

0

0

4

0

A4 - XML External Entities

0

0

0

0

A4 2010 - Upload Insecure Files

0

0

0

0

A5 - Broken Access Control

0

0

0

0

A6 - Security Misconfiguration

0

0

5

0

A7 - Cross-Site Scripting

0

0

0

0

A8 - Insecure Deserialization

0

0

0

0

A9 - Using Components with Known Vulnerabilities

0

0

0

0

A10 - Insufficient Logging and Monitoring
A10 2013 - Unvalidated Redirects and Forwards
Total

N/A
0

0
0

0

0
9

0
0
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Top 10 Web Application Security Risks
Leveraging the OWASP Top 10 list of most prominent application security risks, FortiPenTest runs a series of tests and
attacks to determine what vulnerabilities a target IP address or Fully Qualified Domain Name (FQDN) is susceptible to,
then provides full details on not only the vulnerability, but also what you can do about it.
FortiPenTest leverages the OWASP Top 10 Application Security Risk listing to craft a series of tests designed to verify
that a target system has been successfully secured against exploit or penetration. FortiPenTest can also take advantage
of a third-party command and control (C&C) server, allowing security modules to carry blind attacks. Full results are
displayed and categorized by their CVSS severity score. Based upon these CVSS scores, an overall Threat Score for the
target is generated and displayed

1. A01:2021-Broken Access Control moves up from the fifth position; 94% of applications were tested for
some form of broken access control. The 34 Common Weakness Enumerations (CWEs) mapped to
Broken Access Control had more occurrences in applications than any other category.
2. A02:2021-Cryptographic Failures shifts up one position to #2, previously known as Sensitive Data
Exposure, which was broad symptom rather than a root cause. The renewed focus here is on failures
related to cryptography which often leads to sensitive data exposure or system compromise.
3. A03:2021-Injection slides down to the third position. 94% of the applications were tested for some form
of injection, and the 33 CWEs mapped into this category have the second most occurrences in
applications. Cross-site Scripting is now part of this category in this edition.
4. A04:2021-Insecure Design is a new category for 2021, with a focus on risks related to design flaws. If we
genuinely want to “move left” as an industry, it calls for more use of threat modeling, secure design
patterns and principles, and reference architectures.
5. A05:2021-Security Misconfiguration moves up from #6 in the previous edition; 90% of applications
were tested for some form of misconfiguration. With more shifts into highly configurable software, it’s
not surprising to see this category move up. The former category for XML External Entities (XXE) is now
part of this category.
6. A06:2021-Vulnerable and Outdated Components was previously titled Using Components with Known
Vulnerabilities and is #2 in the Top 10 community survey, but also had enough data to make the Top 10
via data analysis. This category moves up from #9 in 2017 and is a known issue that we struggle to test
and assess risk. It is the only category not to have any Common Vulnerability and Exposures (CVEs)
mapped to the included CWEs, so a default exploit and impact weights of 5.0 are factored into their
scores.
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7. A07:2021-Identification and Authentication Failures was previously Broken Authentication and is
sliding down from the second position, and now includes CWEs that are more related to identification
failures. This category is still an integral part of the Top 10, but the increased availability of standardized
frameworks seems to be helping.
8. A08:2021-Software and Data Integrity Failures is a new category for 2021, focusing on making
assumptions related to software updates, critical data, and CI/CD pipelines without verifying integrity.
One of the highest weighted impacts from Common Vulnerability and Exposures/Common Vulnerability
Scoring System (CVE/CVSS) data mapped to the 10 CWEs in this category. Insecure Deserialization from
2017 is now a part of this larger category.
9. A09:2021-Security Logging and Monitoring Failures was previously Insufficient Logging & Monitoring
and is added from the industry survey (#3), moving up from #10 previously. This category is expanded to
include more types of failures, is challenging to test for, and isn’t well represented in the CVE/CVSS data.
However, failures in this category can directly impact visibility, incident alerting, and forensics.
10. A10:2021-Server-Side Request Forgery is added from the Top 10 community survey (#1). The data
shows a relatively low incidence rate with above average testing coverage, along with above-average
ratings for Exploit and Impact potential. This category represents the scenario where the security
community members are telling us this is important, even though it’s not illustrated in the data at this
time.
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Security Vulnerabilities
URI List
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Remediation Status and Schedule
There are no critical items. Medium items are system URLs that are not reachable for security purposes. Low items are 2
external Apps unrelated to the website. Separate detail report lists remediation by CVE and client has an ongoing
program to remediate and re-run the cloud penetration test quarterly.

Compare Threat Mitigation

Date

2021-09-27 14:34

Critical

0

High

Medium

1

30

Low

Total

2

Threat Level

33

Improvement

5.5

8

